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QUER< TOOL APPLICATION PROGRAMMING INTERFACE 
He  Query Tool Application Programming Interface (API), a RESTful API that is 
connected to a micro service that allows users to make HTTPS requests using GET and 
POST. Users will be able to query data from different endpoints using Python, 
JavaScript, R and other tools that use Restful APIs. 

 

OBJECTIVE 
This chapter provides information for users on how to:  

� To log in to the Query Tool API 
� Enter parameter information for each endpoint 

 
For information about the Query Tool API Endpoints please access the API Documentation for the BRICS 
Instance:  

BRICS 
Instance 

Authentication API Query API 

NEI https://brics.nei.nih.gov/gatew ay/authentication/sw agger-ui.html https://brics.nei.nih.gov/gatew ay/query-
api/sw agger-ui.html  

CdRns https://cdrns.nih.gov/gatew ay/authentication/sw agger-ui.html https://cdrns.nih.gov/gatew ay/query-
api/sw agger-ui.html  

FITBIR https://f itbir.nih.gov/gatew ay/authentication/sw agger-ui.html https://f itbir.nih.gov/gatew ay/query-
api/sw agger-ui.html  

PDBP https://pdbp.ninds.nih.gov/gatew ay/authentication/sw agger-
ui.html 

https://pdbp.ninds.nih.gov/gatew ay/query-
api/sw agger-ui.html 

 
For more information and examples on the endpoints, please refer to the Jupyter Notebook.  
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AUTHENTICATION 
In order to use the Query Tool API, the user first must POST their credentials (i.e., Username and 
Password) for the Authentication endpoint.  
 
Once, the user enters his/her credentials, a token will be provided, which will be used for all subsequent 
endpoints. If the token expires, the user can retrieve a new token or renew it. The section on 
Authentication, will provide more information entering credentials and retrieving the token using HTTPS 
requests with Python.  
 

AUTHENTICATION 
To log in the Query Tool API the user needs to log in and retrieve the access token that is used for 
subsequent endpoints.  

This service will authenticate a user permission to use BRICS Query Tool API . 

The following information is needed: 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/authentication/user/login  

Parameters:  

Headers Response content type: text/plain' 
 
Content-Type: application/x-www-form urlencoded 

Data Username 
Password 

POST Response response = requests.post("https://bricsnei-
stage.cit.nih.gov/gateway/authentication/user/login", 
headers=headers data=Username and Password) 

Figure 1: Example of input information 
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Output 

Output Format Text 
 

Figure 2: Example of output Information 

 

STUDY API  
The following endpoints will return the study profile information for a study. As mentioned in the 
Authentication section, a token is needed to retrieve data for all subsequent endpoints.  

There are two endpoints that allow users to the do following: 

1. Get study profile information for all studies.  
2. Get study profile information for one study using a Study Prefix 
3. Get studies that have submitted data to a form structure using the Form Structure Shortname.  

Below are the endpoints for retrieving information about studies and examples.  

 GET ALL STUDY INFORMATION 
This service will return all the studies that have data in the instance. Optional it will return information 
for a study with the study Prefix ID (Study ID) provided. The Study Prefix ID can be retrieved using this 
endpoint.  

The following information is needed 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/study 

Parameters:  

Headers Response content type: application/json 
Content-Type: application/json 
Authorization:  Bearer  + Token 

Data Optional: prefixedId =  

https://bricsnei-stage.cit.nih.gov/gateway/query-api/study
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GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-api/study", 
headers=headers) 
 
response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/form/study?prefixedId=STUDYID", headers=headers) 
 

Figure 1: Example of Input 

 

Output 

Output Format JSON 
Output Description 

Output Object Required (Yes/No) 
Study Title Yes 
Study ID Yes 
Abstract Yes 
Principal Investigator Yes 

 

 

 

 

 

 

 

 

 

https://bricsnei-stage.cit.nih.gov/gateway/query-api/study
https://bricsnei-stage.cit.nih.gov/gateway/query-api/study
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Figure 2: Example of Output 

 

 

GET ALL STUDIES ASSOCIATED WITH A FORM STRUCTURE 
Returns all the studies that have data submitted to the form structure 

The following is needed 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/study/form?formName= 

Parameters:  

Headers Response content type: application/json 

Content-Type: application/json 

Authorization:  Bearer  + Token 

Data Form Structure Short Name 

GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/study/form?formName= 
Form Structure Shortname", headers=headers) 

Figure 1: Example of Input 
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Output 

Output Format JSON} ] } ] 
Output Description 

Output Object Required (Yes/No) 
Study Title Yes 
Study ID Yes 
Abstract Yes 
Principle Investigator Yes 

 

Figure 2: Example of output 

 

FORM STRUCTURE API 
The Form Structure API uses the Study Prefix ID and returns the form structures that have data 
submitted against in a JSON format. To learn more about retrieving the Study Prefix ID, please refer to 
the section on the Study API endpoints.  

GET FORM STRUCTURES FOR A STUDY 
Returns all the form structures that have data submitted for the study.  

The following is needed 
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Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/form/study?prefixedId= 

Parameters:  

Headers Response content type: application/json 

Content-Type: application/json 

Authorization:  Bearer  + Token 

Data STUDY ID 

GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/form/study?prefixedId=STUDYID", 
headers=headers) 

Figure 1: Example of Input 

 

Output 

Output Format JSON 
 

Output Description 

Output Object Required (Yes/No) 
Study Prefix ID Yes 
Form Structure Short Name  Yes 
Form Structure Title Yes 
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Figure 2: Example of Output 

 

DATA ELEMENTS API 
The data element API uses the form structure short name and returns the data elements within that 
form structure. The output will be in a JSON format and provide information about the data element 
such as the position in the form structure, the title and variable name.  

The information about the data element is useful when filtering data in the Data API.  

Below is information and examples for retrieving the data elements for that form structure.  

GET DATA ELEMENTS FOR A FORM STRUCTURE 
Return all data elements associated with the form structure.  

The following is needed 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/dataElement/form/ 

Parameters:  

Headers Content-Type: application/json 

Authorization:  Bearer  + Token 

Data Form Structure Short Name 
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GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/dataElement/form/ 
Form Structure Shortname", headers=headers) 

 

Figure 1: Example of Input 

 

Output 

Output Format JSON} ] } ] 
 

Output Description 

Output Object Required (Yes/No) 
Data Element Name Yes 
Form Structure Group Name Yes 
Data Element Title Yes 
Data Element Short Description Yes 
Data Element Data Type Yes 
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Figure 2: Example of Output 

 

DATA API 
The Data API allows users to retrieve data for one or more studies and form structures. Similar to the 
Query Tool, users are able to (1) Download data for form structures within a study, (2) Join form 
structures for one or more studies, (3) Filter on data elements with the advance Boolean Search.  

Please note for the current release of King Kong, associated files and images are not downloadable .  

Below are the endpoints and examples for retrieving data from studies and form structures.  

 

GET DATA FROM MULTIPLE FORM STRUCTURES WITHOUT DOING JOINS 
Returns data for multiple form structures without doing joins could also include study association if 
required. 

The following is needed 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/bulk/form/study 

Parameters:  

Headers Content-Type: application/json 

Authorization:  Bearer  + Token 

Data Form Structure Short Name 

Optional: Study Prefix IDs 

https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/bulk/form/study
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GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/data/bulk/form/study, headers=headers,json=data) 

Figure 1: Example of Input 

 

 

Output 

Output Format Zip Files] } ] 
 

Output Description 

Output Object Required (Yes/No) 
CSV File of Data Yes 

 

Figure 2: Example of Output 
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GET DATA FROM MULTIPLE FORM STRUCTURES FOR THE GIVEN STUDIES 
Returns data for multiple form structure to study associations, without doing joins 

The following is needed 

Endpoint URL: https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/bulk/study/form 

Parameters:  

Headers Response content type: application/zip 

Content-Type: application/json 

Authorization:  Bearer  + Token 

Data Form Structure Short Name 

Study Prefix IDs 

GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/data/bulk/form/study, headers=headers,json=data) 

Figure 1: Example of Input

 

https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/bulk/study/form
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Output 

Output Format Zip Files] } ] 
 

Output Description 

Output Object Required (Yes/No) 
CSV File of Data Yes 

 

Figure 2: Example of Output 

 

 

GET DATA WITH FILTER AND JOINS 
Returns data with filters and joins with up to five form structures. Data can be returned in two formats: 
text (csv) and JSON.  

The following is needed 

Endpoint URL: (1) https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/csv 

              (2) https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/json 

   

Parameters:  

Headers Response content type: application/csv or 
application/json 

Content-Type: application/json 

Authorization:  Bearer  + Token 

Data Filter on data elements, form structure and studyID 

GET Response response = requests.get("https://bricsnei-
stage.cit.nih.gov/gateway/query-
api/data/bulk/form/study, headers=headers,json=data) 

Figure 1: Example of Input CSV 

https://bricsnei-stage.cit.nih.gov/gateway/query-api/data/csv
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Figure 2: Example of JSON Input

 

Output  

Output Format Text ] 
 



 
 

 
 

 
© 2019 National Institutes of Health/CIT – Proprietary and Confidential     17 • BRICS USER MANUAL 

Output Description 

Output Object Required (Yes/No) 
CSV Format with Data Yes 

 

Figure 3: Example of Output 

 

Output Format JSON  
 

Output Description 

Output Object Required (Yes/No) 
GUID Yes 
Form Structure Shortname Yes 
Study ID Yes 
Dataset ID Yes 
Form Structure Repeatable Group Yes 
Data Elements and Associated Data Yes 
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Figure 4: Example of JSON Output of data 
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APPENDIX 
Attached are Sample API Scripts: 

Script Name Description 
BRICSAPI_UserGuide Provides examples of the API Endpoints 
API_Case1 From the join of the two form structures, 

eyeGeneDemographics and eyeGeneGenomics, provide the 
GUIDs with one gene and one or more gene variant types. 

API_Case2 The purpose of the script is to provide the list of GUIDs 
from the eyeGeneGenomics form structure that have one 
gene and one or more gene variant types 

API_Case3A The purpose of the script provides the GUIDs for a gene, 
but does not include a gene variant type. 

API_Case3B The purpose of the script provides the GUIDs with multiple 
genes and gene variant type.  

API_GenesandExcludeGeneVariant The purpose of the script provides the list of GUIDs with 
two genes and a gene variant type, but excludes additional 
gene variant type.  

API_Genevarianttype The purpose of the script is to provide the list of GUIDSs 
with two genes and a gene variant interpretation type 

API_GUIDsnotinGenomics The purpose of this script is to return the GUIDs that exist 
in the eyeGeneDemographics data, but not in the 
eyeGeneGenomics data. 

HGNCGeneSymblandGeneIndicator The purpose of this script is to return all GUIDs that have 
two genes and the gene indicator is ͞yes͘͟  
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