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CHAPTER 2 - ACCOUNT MANAGEMENT

he Account Management module provides tools for managing individual user accounts,
profiles, privileges, roles, and passwords. The module also provides access to the Order
Management tool that is designed to help researchers create and/or manage BioSample
orders. This module also allows users with “administrative” account privileges to perform
certain administrative functions.

2.1 OBJECTIVE

This chapter provides information for users on how to:

% Account Management:
o View My Profile
o Edit My Profile
o Change Password
o Upload Documentation
o Request Additional Privileges
% Account Administration:
o View Account List
Reset User Account Password
Deactivate User Account
Reactivate User Account
View, Approve, or Reject User Account Request
View or Edit Account Group List
Create Account Group
View User Log
o Create or Edit Account Guidance Emails
% Account Reviewer:
o View, Approve, or Reject Account Requests
o View, Approve, or Reject Account Renewals
o View Account Reporting Dashboard

O O O O O O O
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2.2 MODULE NAVIGATION

The Account Administration tools (including study administration) are available within the Account
Management module.

To access the Account Management module, perform the following actions:
1. Login to the system.

2. Navigate to the Workspace landing page.

ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
Modules: Building Blocks for the Research Life Cycle
W""“p‘“ There are a variety of key software modules comprising this system_ These modules support the vision of inferconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downioadabie tools that support data defniion, data contribution, and data access Iroughout the research iife cycle.
mummm
Admin Dashboard
| ModuleOverview |
ProFoRMS GUID Data Dictionary Data Repository
e ‘
Query Meta Study Account
Management

3. Click the Account Management module icon.

PY ocpace B

GuiD Data Dictianary Data Repository Query Meta Study Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variely of key software modules comprising this sysiem. These modules support the vision of intereonnectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition, data contribution, and data access throughout the research life cycl
My Dashboard

@

ProFoRMS GUID

Admin Dashboard

| Module Overview ]

Data Dictionary Data Repository
‘
Query Meta Study Account
Management
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4. Click the Account Management menu using the left side menu to navigate through the sub-menus.
With the Account Privileges available to all users, the following is displayed::

Account Management

My Profile

Change Password

Request Additional
Privileges

Things to Note:
=7 Use the left side menu to navigate through the module.

ICON KEY
Ld Notes
I~ Important

Information
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2.3 ACCOUNT MANAGEMENT

The Account Management module houses the features to:

View My Profile

Edit My Profile

Change Password

Upload Documentation

Request Additional Privileges

All BRICS users have access to the Account Management module; however, your role determines
what you can and cannot do within the module.

7 7 KON/ 0
G® %S 60 o0 o0

2.3.1 View My Profile
When logged into the system, a user may access the My Profile page at any time.

To display My Profile, perform the following actions:

1. Login to the system.

2. Navigate to the Account Management module from your Workspace.

frome P erororms GUID  Data Dictionary Data Repository Query Meta Study

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition, data contibution, and data access throughout the research life cycle

My Dashboard
Admin Dashboard
Module Overview | E
ProFoRMS Data Dictionary Data Repository
‘
Query Meta Study Account
Management
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3. Click on the My Profile link to display your Account Profile.

Account Management

My Profile < |

Change Password

Request Additional
Privileges
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4. The My Profile page displays as seen below.

Account Management

My Profil
Account Management y ofiie 7
Username: testert Account Status: Active L5

First Name: Test Streat Line 1: 122 Mair

Change Password Middle Name: City: a
Request Additional Last Name: Account Country: 1 States of America
Privileges E-Mai n

Affiliated Institution:

Phone Number:

NIH Federal Identity:

Account Privileges

Search: w»

PRIVILEGE STATUS & EXPIRATION DATE 4

Account Active No Expiration Date

Data Dictionary Active 17-Jun-2020

Data Repository Active 17-Jun-2020

GUID Active 17-Jun-2020

Meta Study Active 17-Jun-2020

ProFoRMS Active 17-Jun-2020

Query Active 17-Jun-2020

Showing 110 7 of 7 enfries First Previous | 1| Next Last
Permission Group
Search: =

PRIVILEGE ATUS -

Mo data available in table

Showing 0to 0 of 0 entries First Previous Mext Last

Existing Files

|EH Download All |

Search: -
FILE NAME FILE TYPE % DATE SUBMITTED -
Account request for FITBIR Stage testing docx Other Change File Type 2019-06-17 Delete
Showing 1to 1 of 1 entries First Previous E‘ Mext Last

Electronic Signatures

FILE NAME COMPLETE DATE/TIME =

tester! esig 2019-06-17.pdf 2019-06-17 11.44

Showing 1to 1 of 1 entries First Previous E‘ Mext Last
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2.3.2 Edit My Profile
When logged into the system, a user’s account profile can be changed using the Edit My Profile option.

To edit your profile, perform the following actions:

1. Login to the system.
2. Navigate to the Workspace.

Management

Modules: Building Blocks for the Research Life Cycle
There are a varety of key software modules comprising his system. These modules support the vision of inferconnectivity and collaboration among the research communities, as well as, provide 3

combination of d and le tools that d; definition, data contribuion, and data access mmugnnui the research life cycle
ProFoRMS GuUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Management module.

trome DTN Prororms GUID  Data Dictionary Data Repository Query Meta Study  Account Management

Workspace

o Modules: Building Blocks for the Research Life Cycle
P There are a variety of key software modules comprising this system._ These modules support the vision of interconneciivity and collaboration among ine research communities, as well as, provide a combination of

web-based functionaity and downloadable tools that support data definition, data contribution, and data access throughout the research life cycle
Wy Dashboard

Admin Dashboard

Moduls Overview E

ProFoRMS GUID Data Dictionary Data Repository

E : ‘
Query Meta Study Account
Management
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4. Click the My Profile link.

Account Management

My Profile <(uu— |

Change Password

Request Additional
Privileges

5. Click on the Edit My Profile icon to display the Edit My Profile page.

f Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile
Account Management y ”
Username: testeri Account Status: Active — K

First Name: Test Street Line 1: 1232 Main Street

Change Password Middle Hame: City: Bethesda
Request Additional Last Name: Account Country: United States of America
Privileges E-Mail: testing@yahoo.com Postal Code: 20592
Affiliated Institution: MIH/CIT/BRICS State: 1D
Phone Number: +11111111111 Phone: +11111111111

NIH Federal Identity: Mone Specified

Page 10 of 45 BRICS ACCOUNT MANAGEMENT USER MANUAL
© 2019 National Institutes of Health/CIT — Proprietary and Confidential



BRICS

6. Enter the profile information you wish to edit including any contact information as needed
and click the Update Profile button to update your profile.

1 Home Workspace ProFoRM S GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile = Edit My Profile

Account Management
My Profile Please provide your preferred contact information:

Change Password Username : tester
Request Additional NIH Federal ldentity :
Privileges

First Name *: | Test

Middle Name : |

Last Name *: | Account

E-Mail *: | testing@yahoo.com

Affiliated Institution™ : | MNIHICITBRICS

StreetLine 1°: [ 123 Main Street

Street Line 2: |

City =+ | Bethesda

Country *: | United States of America V|

Postal Code *: | 20892 |

State | paryland v|

Phone *: | +11111111111 |

Briefly describe why you are | Test account|
requesting access to the
system. Explain how you

intend to use the system and

your intentions for data
submission andlor data
access *:

UPDATE PROFILE [ef=Tils:]]
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2.3.3 Change Password

When logged into the system, a uset’s account password can be changed using the Change Password link on
the left side menu. This may be performed at any time to enhance security as necessary or for any other
personal reason you would like to change your password.

To change your password, perform the following actions:

1. Login to the system.
2. Navigate to the Workspace.

frome BT CrofoRMs  GuD

Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a vanety of key software modules compeising Mis system. These modules support the vwsion of inferconnectity and collaboration among the research communities, as well as, provice 3

combination of and le tools that definition, data contribuion, and data access mmu;hm.ﬂ the research life cycle
My Dashboard
Admin Dashboard
o E
ProFoRMS GuUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Management module.

thome Y rorRMs  cum

Data Dictionary Data Repository Query Meta Study Account Management

Workspace

s Modules: Building Blocks for the Research Life Cycle
T There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition. data contribution, and data access throughout the research life cycle.
My Dashboard

Admin Dashboard

Module Overview | E

ProFoRMS GUID Data Dictionary Data Repository

éﬂ : ‘
Query Meta Study Account
Management

Page 12 of 45 BRICS ACCOUNT MANAGEMENT USER MANUAL
© 2019 National Institutes of Health/CIT — Proprietary and Confidential



BRICS

4. Select the Change Password tab.
a. The New Password textbox expands to display the password creation standards that
must be followed when choosing a new password.
5. Enter your Current Password, New Password, and Confirm Password in the text boxes
to confirm your new password.
6. Click the Change Password button.

a. The password change takes effect immediately and must be used when logging into
BRICS again.

Account Management

A " Change Password
ccount Management To change your password, please enter your current password, then select a new password.

My Profile Current Password *

l T REah] ] Hew Password *: |

Request Additional
Privileges

Confirm Password *:

CHANGE PASSWORD [ehi=2)

7. 1If you decide to leave your change password screen without submitting a new password
request, click on the Cancel button.

Things to Note:
ICON KEY I’ Passwords are case sensitive and consist of 8-15 alphanumeric characters including at least 3 of
the following different kinds of characters: capital letters, lowercase letters, numbers, and/or
Notes )
special characters.
7 Important [©=7 Passwords display as dots for security purposes. Make sure to enter your password carefully.
=7 Your old password may re-appear in the Password field if you have not cleared your browser’s
cache/history, especially if you had previously opted to save the password in the field. Make sure
you are entering the new password before you attempt to log in. If unsure, clear the cache/history
and log in again with the new password.

Information
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2.3.4 Upload Documentation

To upload documentation, perform the following actions:

1. Login to the system.
2. Navigate to the Workspace and select the Account Management module.

fvome D ForoRMS  GUID  Data Dictionary Data Repository  Query Meta Study  Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules SUpport the vision of intercannectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downioadable tools that support data definition. data contribution, and data access throughout the research iife cycle

My Dashboard
Admin Dashboard

| Module Ovarview —
.

ProFoRMS Data Dictionary Data Repository
0 ‘
Query Meta Study Account

Management

3. Click the My Profile link.

Account Management

My Profile < |

Change Password

Request Additional
Privileges

4. Select the Add button in the Existing Files group.

Existing Files

E”i Search: »

FILE HAME FILE TYPE 4 DATE SUBMITTED -
Account request for FITBIR Stage testing. docx Other Change File Tvpe 2019-06-17 Delete
Showing 110 1 of 1 entries First Previous [1] Next Last
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5. Select the File Type from the drop-down menu.

| Add User File x

Upload Supporting Documentation

Please upload your signed administrative documentation to support your request here.

File Type*: |- Select One - =

Account Documentation

Annual Review
CV/Biographical Sketch

Data Access Request CANCEL UPLOAD
Data Submission Request

Dictionary Documentation
Other

1 0of 1 entries

Study Documentation

6. Click on the Browse button to select the documentation from the desired location on your
computer and then click the Upload button to complete the document upload process.

Add User File x

Upload Supporting Documentation

Please upload your signed administrative documentation to support your request here.

File Type* : | Other |

— Browse._.  No file selected.

CANCEL UPLOAD
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2.3.5 Request Additional Privileges

To request additional privileges, perform the following actions:

1. Login to the system.
2. Navigate to the Workspace landing page.

frvome T crororMs U Data Dictionary Data Repository  Query Meta Study  Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software medules comprising this system. These modules support ihe vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition, data contribution, and data access throughout the research life cycle.

My Dashboard
Admin Dashboard
| Moduls Overview

ProFoRMS GUID Data Dictionary Data Repository
‘
Query Meta Study Account
Management

3. Select the Request Additional Privileges link on the left side menu.

Account Management

My Profile |

Change Password

Request Additional

Privileges —
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4. Select the desired permission by clicking on the check box beside the specific privilege and
then select Request Privileges.

Account Management

m Request Additional Privileges

Accound Privileges

Saarch =

P— | STATUS § EXPRRATION DATE
Proseges sroount Atrew No Expragion Diate
Dty Dichionay Actve 17-Jun-2
Data Repashary Achivw 17-Jun-2020
GUID Artrop 1T-Jur ]
Meda Sudy Achee 17-Jun-2020
Prof cifias Active VT Jun-2020
Duery Actten AT-Jun-20210

Showing 110 7 of 7 eniries Fesl Prgs 1| Nedt Last

Permission Gioup

Saarch: w

Mo data awailazie in tabia

Showing 0 io 0 of & enines Firgl Predous Wed Las

Request Additional Privilegeas

Vigia oy

BOUEE] SONBINE PIVIBDEE Dy 58/8CONG BN SCO0UN robe WO BHlow PHEEE Mobe T equeEIng PIIEDES IeqUISE BN SOMINGITSINT S SDOY0wEl 300 IN BOME CRIEE. Will FBgus 3300l

L LN Lalaon 10 Dé upicaded
< Data Submitier VWith ProfoRMS ~| Data ACcessor
[Data Submitier Withos! Prof oRM S Oaher

AECOnt - ANYE wiET 10 W if10 Y EbT, MAnage profik and password, s upiond documeilation

Data Dictionary - Veew and submit requests bo create of edil data slements and form structures

¥ - Create and sbudsrs contaming research daia; validate, spioad and download datasets
LD - Create and view study subject Global Unigee identiers (GUADs)
Stuaty - Create snd adrmmester Meta Studies contaiming reseasnch data, upioad and downicad study documeatation and data artfacts
ProFfoRMS - Creale, design, and admenisier forme bor prospecine dala colleclion

Guery - View, filter, and doemicad research data by stedy

Specific Permission Groups

Phedc e mark the dats groups hr whath ydu are réquestng 30c834. Your reque s1will 52 submlledis the Dala Adcess Commiies for review Please nole thal réquesing dala a0cess requites an
BIOrS Bpproval BN 30me CB5ES, will IBGUINg BONTONE J0CEMBNBEON 10 B UEInase

Dr. Kenney - Omegs-3 PTH study - Targeted Aleration m omega-3 and smega-§ Estty acids for post iraumatic headache Nutrition for PTH

Preutis Account Group - Thes group ConLaing users wiso have ALL permissions 1o lest

Federated Sies

Federabed sfie access regquires you o apply through an exdernal site. Once access has been granied from Teir site, your reques! will be approved here.

CancEl
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2.4 ACCOUNT ADMIN

The Account Admin sub-module houses the features to:

View Account List

Reset User Account Password

Deactivate User Account

Reactivate User Account

View, Approve, or Reject User Account Requests
View or Edit Account Group List

Create Account Group

View User Log

Create or Edit Account Guidance Emails

All BRICS users DO NOT have access to the Account Admin sub-module. The Account Admin
sub-module ONLY shows up for users with administrative right privileges.

O % O % % 7 KON/ 0
L X X X IR X QI X QIR X S X4

2.4.1 View Account List

To view account lists, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

1% Home m ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
Thete are a varisty of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.

Wc)rl\:p ace

Admin Dashboard

=

ProFoRMS GUID Data Dictionary Data Repository
‘
Query Meta Study Account
Management
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3. Select the Account Admin tab on the left.
4. Click on the Account List sub-menu on the left. The account list will display.

ProFoRMS GUID Data y Data Repository Yy Meta Study

Account Management

Account List

Account Management

Status: All b | Downiaed | Search: w

Account Admin

USERNAME { INSTITUTION SUBMITTED 4 UPDATED &
aahrens Ahrens, Angelica dchi@dchstage.com WAMC, DVBIC 20151203 2017-08-22 Active
Account Group List aajoshi Joshi, Anand dch@dchstage.com University of Scuthern California 20170815 2018-09-24 Active
User Log 2ak2005-1468520365238 Katzman, Aaron dcb@dcbstage.com Weill Comell Medical College 2013-05-14 20120514 Inactive
Create Account Group . . . . . R
AsronBesttie Beattie, Asron rehit.vashist@live.com Rusk Rehabilitation at NYU 2015-04-22 2018-10-29 Change Reguested
Create/Edit Account
Guidance Emails AsshBhandari: Bhandari, Aash deb@dchstage. com The OChic State Universi 20150915 201703-15 Inactive
1570225860750 : &2 Kl
FERTILIEO R seswen Swan, Alicia preetiroy2T@gmail.com I:fsgir:‘“'“ of Texas st San 20161228 0181118 Active

Great Ormond Street Hospital for

asbalekee Abaleke, i com - 20170630 20180718 Active
_ Children
abasit-1551112550578 Basit, Abdul dcb@dcbstage.com NIH 20120615 20180809 Inactive
abawad Awad, A com poD 2018-10-04 2019-10-29 Pending
sbbesis-1489110080158  Abbasi1, Schaib deb@dcbstage.com NIH 20180215 20180318 Inactive
abbasisr2-1469110090223  Abbasi2, Schaib deb@dchstage com NIH 20180315 20160316 Inactive
sbchicat Higgins, Alana deb@dchstage. com f":r"i:r'” Hefer VA edica| 20171219 2018-08-30 Active
AbebaT Teklehai Abeba = Lzilenl L) O ST 20180214 2019.0401 Active
_ Carolina
AN Madiaan A Medi
sbelloh253 Oh, Annabell deb@dchstage. com E‘;";L“r' (Madigan Amy Medical o410 5801 201840842 Active
abokin Bokinsky, A com NIH 20180722 20170813 Active
Showing 1 to 15 of 1,168 entries First Previous 3 45 .. T8 Next Last
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2.4.2 Reset User Account Password

To reset a user account, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

GUID Data Dictionary Data Repository Query

Modules: Building Blocks for the Research Life Cycle
Thete are a varisty of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downleadable tools that support data definition, data contribution, and data access throughout the research life cycle.

Admin Dashboard

-9 0 ©

ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Click on the Account List sub-menu on the left. The account list will display.

a. FProm the account lists displayed, search for and select the User Account name for

which you wish to reset the password.

ft Home  Work ProFoRMS  GUID  DataDictionary  Data Repository  Query Meta Study

Account Management

Account List

Account Management

Status: All [ mowniesa | Search: '|

Account Admin
USERNAME NAME 4 EmaLL & INSTITUTION 4 SUBMITTED & LASTUPDATED & STIUS N
ashrens Ahrens, Angelica deb@dcbstage.com WAMC, DVBIC 20151202 20170822 Adtive

Account Group List ssjoshi Jeshi, Anand deb@dcbstage. com University of Southern California 20170815 20190924 Adive

L5 28k2005-1468520355228  Kateman, Aaron dcb@dcbstage com Weill Comell Medical College 20120514 20130514 Inactive

Create Acoount Group
AaronBeattie Beattie, Aaron rohit vashist@live.com  Rusk Rehabilitation at NyU 20150422 20181029 Change Requested

Create/Edit Account

Guidance Emails AsshBhandar: Bhandari, Assh deb@dcbstage. com The Ohio State University 20150815 20170315 Inactive
1570225880750 : 2

o gaswen Swan, Alicis preetiroy27@gmail.com I:;Ei'!“'“"" of Texas =t San 20161228 2019-11-18 Active
sbelekes Abaleke, Eugenia deh@dchstage. com gﬁ‘;‘[ﬁ:mc"d Street Hospital for 0170830 20180718 Adtive
abasit-1551112550578 Basit, Abdul dcb@dcbstage. com HIH 20120615 2018-08-09 Inactive
abawad Awad, A com DoD 20121004 2018-10-29 Pending
sbbasisr1468110080158 Abbasi1, Schaib deb@dcbstage. com HIH 20180315 20180318 Inactive
sbbesis?-1489110090223  Abbasi2, Schaib deb@dcbstage.com HIH 20180315 20180318 Inactive
sbchical Higgins, Alana deb@dchatage. com f"j‘:{'” Hefner VA Medics] 20171219 2012-08-30 Active
AbebaT Tedlehsi Abebs com Medical Univarsity of South 20180214 2013-04-01 Active

Carolina
abelloh?53 Oh, Annabell dcb@dcbstage com ':'Em;‘["f“‘“'“" Army Medicel  o180801 20130812 Adlive
sbokinsky Bokinsky, Alexand com HIH 20180722 20170812 Adive
Shawing 1 to 15 of 1,188 entries Firt Previous (12 3 4 § . 75 Mest Last
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5. You may use the Search text box located in the upper right corner to search for the user
account name.
6. Click on the Username.

1+ Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List

[ status: an || Download | Search: vﬁ

Account Management

Account Admin

USERNAME NAME 4 EMAIL 4 INSTITUTION 4 SUBMITTED 4 LAST UPDATED 4 STATUS -
Ourtest Test, Our deb@dcbstage.com HIH 2018-01-12 2018-01-12 Requested
Showing 1to 1 of 1 entries (filtered from 1,168 total entries) First Previous |T‘ Mext Last

Account Group List
User Log
Create Account Group

Create/Edit Account

‘Guidance Emails

Account Reviewer

7. Click the Reset Password link to reset the password.

1t Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List > Account Details: Ourtest

Account Management
Account Details

Account Information

Username *: Ourtest

Account List
Password *: Reset Password

Account Group List An email will be senNo the users email account on record instructing them on how to change their password.
User L
= Account Status: ACTIVE
Create Account Group o
This account is active in the system
Create/Edit Account . . .
g the user from Ic g into the system. Ifthe account needs to be re-activated, the system will save the user's details and current
Guidance Emails per ns that are

Account Reviewer DEACTIVATE ACCOUNT

This action will generate a password reset link, which is sent to the email address contained in the
profile. This temporary password link will get the user into the system, where the user can select a
new password of their choosing.

Things to Note:
ICON KEY =7 Please note that your password recovery link will expire in approximately two hours. Therefore,
Notes you must be able to access that email account to change your account password.

7 Important

Information
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2.4.3 Deactivate User Account

To deactivate a user account, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

Dictionary

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data contribution, and data access fhroughout the research life cycle.

) © O

ProFoRMS GUID Data Dictionary Data Repository

O a—

Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Click on the Account List sub-menu on the left. The account list will display.

ProFoRMS onary  DataRepository  GQuery  Meta Study
Account Management
Account List
Account Management
[ Status: Al [ o=

Account Admin
USERNAME N SUBMITTED #
ashrens Ahrens, Angelica deb@dcbstage.com WAMC, DVBIC 20151202 20170822 Adive

Account Group List asjoshi Joshi, Anand dcb@dcbstage com University of Southern Cslifomis  2017-08-15  2018-03-24 Adtive

UserLog 28K2005-1468520355228  Katzman, Aaron deb@dcbstage.com Weill Comell Medical Callege 20120514 20120514 Inactive

Create Acoount Group
AaronBeattie Beattie, Aaron rohit vashist@live.com  Rusk Rehabilitation at NyU 20150422 20181029 Change Requested

Create/Edit Account

Guidance Emails AsshBhandar: Bhandari, Assh deb@dcbstage. com The Ohio State University 20150815 20170315 Inactive
1570225880750 : 2

o gaswen Swan, Alicis preetiroy27@gmail.com I:;Ei'!“'“"" of Texas =t San 20161228 2019-11-18 Active
shelekee Abaleke, Eugenia decb@dcbstage.com gﬁﬂlzm“"d Street Hospital for 50470890 2018-07-18 Adiive
abasit-1551112560678 Basit, Abdul dcb@dcbstage. com HIH 20120616 20180809 Inactive
sbewad Awad, com DoD 20121004 2018-10-29 Pending
‘abbasisr- 1468110080158 Abbasi1, Schaib dcb@dcbstage com NIH 20180315 2016-03-18 Inactive
sbbasisr?-1489110090223  Abbasi2, Sohaib dcb@dcbstage com HIH 20180315 20160318 Inactive
sbehical Higgins, Alana dcb@dcbstage. com f":;:'” Hefner VA Medical 20171219 2018-08-30 Adive
AbebaT T i Abebs com Medical University of South 20180314 2018-04-01 Adiive
==l Caralina

AMC (Madizan A
sbellch253 Oh, Annabell deb@dcbstage com ',‘:':r:t‘i‘l"l‘m“'“" Amy Medical 50180801 20180812 Active
‘abokinsiy Bokinsky, Alexand com HIH 20180722 2017-08-13 Adtive
Shawing 1 to 15 of 1,168 entries First Previc 23 45 . 78 Mext Last
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5. From the Account List displayed, select the user account name you wish to deactivate.
a.  You may use the Search text box located in the upper right corner to search for the
user account name.

1% Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List
Account Management

e gl s s o |
Account Admin
USERNAME 4 EMAIL 4 INSTITUTION 4 SUBMITTED 4 LAST UPDATED 4 STATUS

Qurtest Test, Qur dcb@dcbstage.com NIH 2018-01-12 2018-01-12 Requested

Showing 1 to 1 of 1 entries (filtered from 1,168 total entries) First Previous |T\ Mext Last

Account Group List
User Log
Create Account Group

Create/Edit Account

Guidance Emails

Account Reviewer

6. Click on the Username.
7. Click the Deactivate Account button. A pop-up window will appear.

1t Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List > Account Details: Ourtest
Account Management
Account Details

Account Admin Account Information

Username *: Ourtest

Account List
Password ~ ; Reset Password

sentto the users email account on record instructing them on hov

Account Group List An email w change their password

User L
wArked Account Status: ACTIVE

Create Account Group

This accountis active in the system

Create/Edit Account

ntthe user from I

ne
ns that are

Account Reviewer DEACTIVATE ACCOUNT h

unt will g into the system. Ifthe unt needs to be re-activated, the system will save the users details and current

listed

Guidance Emails

8. Click OK to deactivate the account.
a. This action will deactivate the user account from the system and the account will
immediately become inactive.

Are you sure you want to deactivate this user?

Cancl
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2.4.4 Reactivate User Account

To reactivate a user account, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

Dictionary

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data contribution, and data access fhroughout the research life cycle.

) © O

ProFoRMS GUID Data Dictionary Data Repository

O a—

Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Click on the Account List sub-menu on the left. The account list will display.

ProFoRMS  GUID  Data Dietionary  Data Repository  Query Meta Study

Account Management

Account List

[ Status: Al || Downtosa Szarch: w,

Account Management

Account Admin

USERNAME N SUBMITTED #
aahrens Ahrens, Angelica deb@dcbstage.com WAMC. DVBIC 20151203 2017-08-22 Adlive
Account Group List asjoshi Joshi, Anand dcb@dcbstage com University of Southern Cslifornis  2017-08-15  2018-08.24 Adiive
UserLog 22K2005-1468530355799  Katzman, Aaron deb@dcbstage. com Weill Comell Medical College 20130514 20130514 Inactive
Create Account Group
AsronBeattie Beattie, Aaron rohitvashist@live.com  Rusk Rehabilitation at NYU 20150422 2018-10-28 Change Requested
Creste/Edit Account
Guidance Emails AsshBhandar: Bhandari, Assh deb@dcbstage. com The Ohio State University 20150815 20170315 Inactive
1570225880750 : 2
PrErriirmrE= ssswsn Swan, Alicis prestiroy2T@gmail.com T:;gi'!“'“"" of Texas at San 2018-12-28  2018-11-18 Active

Grest Ormond Street Hospital for

sbelekes Abaleke, Eugenia deb@dcbstage.com s 20170630 2018-07-18 Adive
abasit-1551112560678 Basit, Abdul dcb@dcbstage. com HIH 20120616 20180809 Inactive
sbewad Awad, com DoD 20121004 2018-10-29 Pending
sbbasisr-1488110080158  Abbasit, Sohaib dcb@dcbstage com NIH 20180315 2016-03-18 Inactive
sbbasisr?-1489110090223  Abbasi2, Sohaib dcb@dcbstage com HIH 20180315 20160318 Inactive
sbehical Higgins, Alana dcb@dcbstage. com f":;:'” Hefner VA Medical 20171219 2018-08-30 Adive
AbebaT T i Abebs com Medical University of South 20180314 2018-04-01 Adiive
==l Caralina
AMC (Madizan A
sbellch253 Oh, Annabell deb@dcbstage com ',‘:':r:t‘i‘l"l‘m“'“" Amy Medical 50180801 20180812 Active
‘abokinsiy Bokinsky, Alexand com HIH 20180722 2017-08-13 Adtive
Shawing 1 to 15 of 1,168 entries First Previous [1]2 3 4 5 .. 78 MNext Last

Page 24 of 45 BRICS ACCOUNT MANAGEMENT USER MANUAL
© 2019 National Institutes of Health/CIT — Proprietary and Confidential



BRICS

5. From the Account List displayed, select the user account name you wish to reactivate.
a.  You may use the Search text box located in the upper right corner to search for the
user account name.

1% Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List
Account Management

e gl s s o |
Account Admin
USERNAME 4 INSTITUTION 4 SUBMITTED 4 LAST UPDATED 4 STATUS

Qurtest Test, Qur dcb@dcbstage.com NIH 2018-01-12 2018-01-12 Requested

Account Group List Shawing 1to 1 of 1 entries (filtered from 1,168 total entries) First Previous |T‘ Next Last

User Log
Create Account Group

Create/Edit Account

Guidance Emails

Account Reviewer

6. Click on the Username.
7. Click the Reactivate Account button to reactivate the account.
a. This action will reactivate the user account from the system and the account will
immediately become active.

1 Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List > Account Details: Ourtest-1574281728212
Account Management
Account Details

Username *: Ourtesi-1574281720212
Password *: Reset Password

e sentto the users email account on record instructing them on how

Account Group List An email wil change their password

U L
=i Account Status: INACTIVE

Create Account Group

This account has been deactivated from the system and the user cannot log into the system unts may not be edited.

or perform any actions. Inactive

Create/Edit Account

the user details and permissions that are listed

REACTIVATE ACCOUNT h

Guidance Emails

Account Reviewer

ICON KEY Things to Note:
O Notes = This action will reactivate the user account from the system and the account will

immediately become active. Ensure you have selected the appropriate account before
@ Important L “ . ”
_ clicking the “reactivate” button.

Information
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2.4.5 View, Approve, or Reject User Account Requests

To view, approve, or reject user account requests, perform the following actions:

1. Login to
2. Navigate

the system.
to the Account Management module.

GUID Data Dic!

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data contribution, and data access fhroughout the research life cycle.

) © O

ProFoRMS GUID Data Dictionary Data Repository

O a—

Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Click on the Account List sub-menu on the left. The account list will display.

ProFoRMS  GUID  Data Dictionary  Data Repository  Guery Meta Study

Account Management

Account Admin

Account Group List

User Log
Create Account Group
CreateiEdit Account
Guidance Emails

Account Reviewer

Account Management

Account List

[ status: Al [ ownasa | Search: w,

USERNAME NAME $ EMAIL % INSTITUTION % SUBMITTED § LASTUPDATED § ] $
ashrens Ahrens, Angelica deb@dcbstage.com WAMC, DVBIC 20151202 2017-08-22 Adtive
asjoshi Joshi, Anand dcb@dcbstage. com University of Southern California 20170815 20180824 Adive
2K2005-1488590355299  Katzman, Aaron deb@dcbstage.com Weill Comell Medical Callege 20120514 20120514 Inactive
AsronBeattie Beattie, Aaron rohit veshist@live. com  Rusk Rehabilitation at NYU 20150422 2015-10-28 Change Requested
AsshBhandari- ) ; _— ;
el Bhandari, Assh deb@dcbstage.com The Ohio State University 20150915 20170315 Inactive
faan Swan, Alids prestiroy27@gmail.com f::gi'!“““" of Texas ot San 20181228 2018-11-18 Adive
abslekes Abaleke, Eugenia dch@dchstage com g:‘i‘;":m“"d StreetHospital for 50470580 20180712 Adlive
sbesit-1551112550578 Basit, Abdul deb@dcbstage. com HIH 20120615 20180809 Inactive
sbewad Awad, com DoD 20131004  2015-10-28 Fending
abbesisr-1469110080156  Abbasit, Schaib dcb@dcbstage. com HIH 20180315 20160318 Inactive
abbesisr2-1489110090223  Abbasi2, Schaib deb@dcbstage.com HIH 20160315 20160318 Inactive
sbohicat Higgins, Alana dcb@dcbstage com f‘:;:'” Hefner VA Medical 20174218 2018-08-30 Adive
AbebaT T i Abeba com Medical University of South 20180314 2019-0401 Active
=l Caralina
AMC (Madigan A

sbelloh?53 Oh. Annabell dcb@dcbstage. com ':';::‘E‘;I\M“"“" Army Medical 50180801 20190912 Adive
‘abokinsky Bokinsky, Alexandra deb@dcbstage.com HIH 20180722 20170813 Adtive

Shawing 1 to 15 of 1,188 entries First Fre 22 45 . 7B Mext Last
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5. On the Account List page, click on the drop-down menu and select the “Status: Requested”
option to view user accounts that are awaiting approval.

6. Click on the desired user account name from the Account List page. The Account Request
page appears displaying the user information.

1t Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account List
Account Management

Status: Al

Account Admin Status: Al
Status: Active

Account List Status:

i
i

Search: =

&
¥

Y

EMAIL INSTITUTION SUBMITTED LAST UPDATED & STATUS

2015-12-03

dch@dcbstage.com WAMC, DVBIC 2017-08-22 Active

Requested

Account Group List Status: Change Requested Joshi, Anand deb@dchstage com University of Southern California 2017-09-15 2019-09-24 Active
Status: Pending
User Log . Katzman, Aaron dch@dcbstage.com Weill Cornell Medical College 2013-05-14 2013-05-14 Inactive
Status: Denied
Create Account Group Status: Inactive Beattie, Aaron rohitvashist@live.com Rusk Rehabilitation at MYU 2015-04-22 2019-10-29 Change Requested
Create/Edit Account Status: Withdrawn
Guidance Emails Status: Locked Bhandari, Aash deb@dcbstage.com The Ohio State University 2015-09-15 2017-03-15 Inactive
Account Reviewer aaswan Swan, Alicia preetiroy27@gmail.com I:;:izwers'w of Texas at San 2016-12-28 2019-11-18 Active
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7. Navigate to the Account Privileges section and look at the requested privileges in the table.
The table lists the requested system-wide privileges, including those that are pending approval.

Account Privileges

Search: v| |
PRIVILEGE STATUS: 4 EXPIRATION DITE &
Account Active Mo Expiration Date
Data Dicticnary Fending Cancel Regquest Fending
Data Repository Pending Cancel Request Pending
GuUID Fending Cancel Request Fending
Meta Study Pending Cancel Request Pending
ProFocRMS Fending Cancel Request Pending
Query Fending Cancel Request Pending
Showing 1 to 7 of 7 entries First Previous Mext Last
Permission Group
Search: vl |
PRIVILEGE STHTUS =
Mo data available in table
Showing 0 to 0 of 0 entries First Frevious Mext Last

Account Action History

This is a record of any action taken by the user or Systern Administrator. Please contact FITBIR-cps@mail.nih.gov with any questions.

Search: »

ACTION TYPE 4 COMMENT ¢ DAEMADE 4
:‘:Eiléﬁt‘?d aceess to "DOr. Kenney - Omega-2 PTH study” approved by Zaman, 50181107
Account requested by Pop, George P Test 2012-10-07

Showing 1 to 2 of 2 entries First Previous Mext Last

Account Administrative Notes

i Search: vl |

ACCOUNT NAME % NOTE

Mo data available in table

Showing 0 to 0 of 0 entries First Previous Mext Last

PARTIAL APPROVAL TEMPORARY REJECTION FINAL APPROVAL REJECT ACCOUNT

8. Use the Cancel Request links to deny any individual, unapproved, requested privileges.
9. Select the Reject Account to reject the entire account request.
10. Select the Final Approval button to approve requested privileges.
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11. A Final Approval Comments box will appear.
a. In this box, explain why the user was approved and select the Final Approval button.

Account Privileges

Search: »

PRIVILEGE STATUS & RATION DATE &
Account Active Ng Expiration Date
Data Dicticnary Pending Cancel Request Pending
Data Repository Pending Cancel Request Pending
GuID Pending Cancel Request Pending
Meta Study Pending Cancel Request Pending
ProFoRMS Pending Cancel Request Pending
Query Pending Cancel Request Pending
o i revic =
g1 1| — . First Previous [1] Next Last
Permissic

Final Approval searenie |
PRIVILEGH Please provide an administrative comment associated with approving this account. This reason will not be sent to the user, but _

notification of their active account will be sent.

L Comments: *
Showing 0 1 First Previous Next Last

Account #

This is a rec

Set a date for all requested account privileges to expire. The preselected date is 3 year from date of sccount approval, but can be )
edited using the date chooser and applied to all modules. In order to select different dates for individusl modules, the account e '|:|

must be spproved and then manually edited within an active sccount:
4 DNEMADE 4

N . Expiration Date: [2020-11-20 fiz)

lequeste:

Rakib 2018-1107
Account i 2018-1007

Showing 11 First Previous Mext Last

Account 4

FINAL APPROVAL
— Search: w

12. The Final Approval Comments will appear in the Account Action History table for
documentation/administrative records.

Account Action History

This is a record of any action taken by the user or System Administrator. Please contact FITBIR-opsi@mail.nih.gov with sny questicns.

ACTION TYPE % COMMENT DATE MADE 4
Account status changed to Active by Lutz, Andrea 2019-11-20
Account wes deactivated by Lutz, Andrea 2018-11-20
Account request approved by Lutz, Andres spproved to use for account management guide 2018-11-20

Showing 1 to 3 of 3 enfries First Frevious Next Last
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2.4.6 View or Edit Account Group List

To view or edit Account Group Lists, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

1% Home m ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Workspace
e Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.
Admin Dashboard
L |
|
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Select the Account Group List and select the Account Group to edit.

1 Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account Group List

Account Management Account groups are listed below. Click on one to edit an account group.

. NAME DESCRIPTION
Account List
Dr Kenney - Omega-3 PTH study Targeted Atteration in omega-3 and omega-§ fatty acids for post-traumatic headache Nutrition for PTH
Account Group List S
u Instance Public eForms Group of eForms visible to all users in the instance
ser Log
Y Jubilee Test h Jubiles Test
Create/Edit Account Jubilee Test 2 Test2
Guida Email
pidance Emats Pubiished leta Studies Pubiished Meta Studies
Account Reviewer QA Group QA Group
Shared eForms Group of eForms shared by all instances

Account Admin Search:

Showing 1to 7 of 7 entries

First Previous [1] Next Last
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5. Edit the account group as desired and click on the Save button.

a. To add a user to the list, select the user from the left box in the Account Group
Members section and use the arrow pointing to the right box to add them to the
group.

b. To remove a user from the list, select the user from the right box in the Account
Group Members section and use the arrow pointing to the left box to remove them
from the group.

 Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Edit Account Group

Please fill out the following information to create a new account group.

. Figlds marked with a * are reguired.
Account Admin
Account Group Information

Account Management

Account List
Hame *: [ Jubilee Test |
Account Group List L
Description *: | jypilee Test |
User Log
Public Group :
Create Account Group " :l
Create/Edit Account Account Group Members
Guidance Emails Add or remove members from the account group
Account Reviewer Filter Users: | |
Fortier, Emity (dcb@dcbstage.com) = Samuel, Smilee (debi@dcbstage. com)
Kim, Sarah-Jane (dch@dcbstage.com) ZamanSTAGEUser, RakibSTAGEUser (zamanrtsta

Huggins, Wayne (dch@dcbstage.com)
Rowson, Steven (deb@dcbstage. com)
Rosenfield, Rachel (dcb@dchstage. com)
Holland, Cynthia (dcbh@dcbstage.com)
Master, Christina (dcb@dcbstage. com)
Temkin, Nancy R (dcb@dchstage. com)
Linder, Susan (dchi@dcbstage.com)
Bickart. Kevin idcbi@dcbstaoe.com)

Rodney1, Heather (dcb@dcbstage. com)
Zaman, Rakib (rakib.zamang@nih.gov)

SAVE
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2.4.7 Create Account Group
To create an Account Group, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

| workspace T o GUID

Data Dictionary Data Repository Query Meta unt Management
Workspace
— Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.

Admin Dashboard

L |

|

ProFoRMS GUID Data Dictionary Data Repository

O a—

Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Select the Create Account Group, complete all required fields, add members, and Submit.

1t Home Workspace ProFoRMS GuID Data Dictionary Data Repository Query Meta Study

Account Management

Create Account Group

Account Management Please fill out the following information to create a new account group.

) Fields marked with a * are required.
Account Admin

Account Group Information
Account List

Hame *: | |
Account Group List

Description * : | |

User Log
Public Group : :‘
Create Account Group
Create/Edit Account Account Group Members
Guidance Emails Add or remove members from the account group
Account Reviewer Filter Users: |

Fortier, Emily (dcb@dcbstage.com) =

Kim, Sarah-Jane (dch@dcbstage.com)

Hugging, Wayne (dch@dcbstage.com)

Rowson, Steven (dcb@dchstage.com) E
Rosenfield, Rachel (dch@dcbstage. com)

Holland, Cynthia (dcb@dcbstage.com)

Master, Christina (dcb@dcbstage.com) ﬂ
Temkin, Mancy R (dck@dcbstage.com)

Linder, Susan (dch@dcbstage.com)

Bickart. Kevin (dcb@dcbstage.com) Y

SUBMIT
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2.4.8 View User Log

When logged into the system, users with admin privileges can view the User Log. The User Log
displays all current and previous users sessions, including information about whether individual
sessions are still active or have expired.

To view the User Log, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.

1% Home m ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management

Workspace
e Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.
Admin Dashboard
L |
|
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Admin tab on the left.
4. Select the User Log link on the left to display the User Log List.
5. The User Log displays All, Active, or Expired user sessions in the system.

1t Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

User Lo
Account Management 9
[ Status: Active_ ~ | flegin =tart dat= [Bx pogout end date i Search: w
Account Admin "
USERNAME 4 FULL NAME 4 SESSION STATUS TIME LOG IN 4 TIME LOG OUT 4+
Account List natalie Gevorkian, Natalie natalie. gevorkian@nih. gov ACTVE 2018-10-2917:27
Account Group List oe0 popkhadze, george george. popkhadze@public ient com ACTIVE 2018-11-19 12:00
User Log Accessor, Data gahmed10@sapient.com ACTVE 2019-11-20 16:44
e proy Roy, Preati dch@dcbstage.com ACTVE 2019-11-20 16:54
Create/Edit Account
amlutz Lutz, Andrea andrea lutz@publicissapient.com ACTVE 2018-11-20 17:31
Guidanes Emails
Showing 1to 5 of 5 entries (fitered from 5,413 total entries) First Previous |I| Next Last

Account Reviewer
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2.4.9 Create or Edit Account Guidance Emails

When logged into the system, users with admin privileges can view the Create/Edit Account
Guidance Emails. The Account/Edit Account Guidance Emails displays general response
emails that are sent to users placing an Account Request or Account Renewal in the system.

To view the Create/Edit Account Guidance Emails, perform the following actions:

1. Login to the system.
2. Navigate to the Account Management module.
3. Select the Account Admin tab on the left.

% Home m ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management

Workspace
e Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data contribution, and data access fhroughout the research life cycle.
Admin Dashboard
L |
—
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

4. Seclect the Create/Edit Account Guidance Emails link on the left to display the Account
Requests and Account Renewal email messages.
5. Create, Edit or Delete the Account Guidance Emails as desired and Save or Add changes.

1 Home Workspace ProFoRMS GUID Data Dictionary, Data Repository Query Meta Study

Account Management

Account Requests: Temporary Rejection Generic Reasons
Account Management

Administrative users are allowed to add new options and edit existing checkboxes as part of the temporary rejection workflow for account renewals. Within the notification email, the selected checkboxes as part
Account Admin of that workflow will appear in the following format: Your account request has been TEMPORARILY REJECTED with the following reason; {Selected Checkbox}. Here is some helpful information to help you
update your profile appropriately [Text Sent to User}

Account List

P EE R Existing Selections
e Search

-
Create Account Group

Checkbox Text Text Sent to User 4 Default Checked? & Actions ¢
Create/Edit Account
Hello, Thank you for your continued collaboration with
e = the Faderal Interagency Traumatic Brain Injury

Research (FITBIR) Informatics System. If you have

Account Reviewer already completed the Data Access Request (DAR)
documentation, could you please reply with the
document to FITBIR? The Data Access Request (DAR)
needs to be completed for the following modules within

Change Requested: DAR Missing FITBIR (Data Repository, Meta Study, and Query Tool). Yes Edit Delete

To download a copy of the DAR. please refer to the Poll
cy Page on the FITBIR site for further instructions. The
Policy Page is located in the following link: hitps://fitbir.ni
h.govicontent/policies-and-procedures . Questions? Ple
ase contact the FITBIR Operations Team: 301-594-3532
FITBIR-eps@mail.nih.gov Sincerely, The FITBIR Operat
fonsteam less
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2.5 ACCOUNT REVIEWER

2.5.1 View, Approve, or Reject Account Requests

When logged into the system, users with Account Reviewer privileges can view, approve, and reject
account requests in the Account Request Dashboard.

To view the Account Request Dashboard, perform the following actions:

1. Log in to the system.
2. Navigate to the Account Management module.

thome P erororms GUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
o Modules: Building Blocks for the Research Life Cycle
Workspace There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.
Admin Dashboard

ProFoRMS GUID Data Dictionary Data Repository
e
Query Meta Study Account
Management

3. Select the Account Reviewer tab on the left.
4. Click on the Account Request Dashboard sub-menu on the left. The Account Requests list

will display.
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Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account Requests

Account Management
Status: All v Search” w
Account Admin
Username 4 Name § Status $ ‘s)::’e'"m"" Il-li;laled 4 LastAction ]
Account Reviewer i Change T
- khoriatyjc Khariaty, Joelle Requested 2018-02-13
Account Request ; . Change " 09-2
S Alois, Jaclyn Requested 2017-09-25
Dashboard
Account Renewal Requested 2016-03-23
Dashboard
Change ”
Account Reporting Ganieicuneo Cuneo, Danel Requested 20171219
h
Dashboard Requesied 2015-11-20
Monroe, Derek Requesied 2018-01-18
test Johnson, Test Requested 2018-01-05
robin_cornwell Comwell, Robin Requested 2018-09-25 Eg;u;age o Meta Study requested by Admin,
mjkkra Rao, Ananth Requested 20170727

5. On the Account Requests page, click on the drop-down menu and select the “Status:
Requested” option to view user accounts that are awaiting approval.

6. Click on the desired user account name from the Account Requests page. The Account
Requests page appears displaying the user information.

Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account Requests

Account Management
| Status: Requested v |

Search: =

Status: All

Account Admin

=
B
F]
£
>

Status 4 Submitted Date * Last Updated4 Last Action

-

Status: Requested Fung-Ching Requested 2016-03-23

Status: Pending Fossati, Silvia Requested 2015-11-20

Account Request Monroe, Derek Requested 2018-01-18

Dashboard Status: Change Requested

Johnson, Test Requested 2018-01-05

Account Renewal

Dashboard robin_comwell Comwell, Robin Requested 2018-09-25 Privilege to Meta Study requested by Admin, Portal
iashboar
T R myjkkra Rao, Ananth Requested 2017-07-27
Dashboard Test1111 TestLN, TestFN Requested 2017-06-07
VATBI_UTHSCSA_DRTATE Tate, David Requested 2016-02-25
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7. Navigate to the Account Privileges section and look at the requested privileges in the table.
The table lists the requested system-wide privileges, including those that are pending approval.

Account Privileges

Search: w
FRIVILEGE STATUS 4 EXFIRATION DATE &

Account Adtive Ne Expiration Date
Data Dictionary Pending Cancel Request Pending
Data Repasitory Pending Cancel Request Pending
GuID Pending Cancel Request Pending
IMeta Study Fending Cancel Request Fending
FroFoRMS Pending Cancel Request Pending
Query Pending Cancel Request Pending
Showing 1 to 7 of 7 entries First Frevious Next Lest

Permission Group

Search: »

PRIVILEGE STATUS 4

Mo dsta available in table

J

Showing 0 to 0 of 0 entries First Previous Next Last

Account Action History

This is & recerd of any adtion taken by the user or System Administrator. Please contact EITBIR nih gov with any
ACTION TYPE 4 COMMENT 4 DNEMADE 4
;l:Eilgested access to "Dr. Kenney - Omega-3 PTH study” approved by Zaman, T
Account requested by Pop, George P Test 2018-10-07
Showing 1 to 2 of 2 entries First Previous [1] Mext Last

Account Administrative Notes

ACCOUNT NAME

No data available in table

Showing 0 to 0 of 0 entries First Previous Next Last

PARTIAL APPROVAL TEMPORARY REJECTION FINAL APPROVAL REJECT ACCOUNT

8. Use the Cancel Request links to deny any individual, unapproved, requested privileges.
9. Select the Reject Account to reject the entire account request.
10. Select the Final Approval button to approve requested privileges.
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11. A Final Approval Comments box will appear.
a. In this box, explain why the user was approved and select the Final Approval button.

Account Privileges

Search: »

FRIVILEGE STATUS 4 EXPIRATION DATE &

Account Active Ng Expiration Date

Data Dicticnary Pending Cancel Request Pending

Data Repository Pending Cancel Request Pending

GuUID Pending Cancel Request Pending

Meta Study Pending Cancel Request Pending

ProFoRMS Pending Cancel Request Pending

Query Pending Cancel Request Pending
Showing 1 || T— - First Previous Mext Last
Permissic

Final Approval seseniv ]
PRIVILEGH Please provide an administrative comment associated with approving this account. This reason will not be sent to the user, but _

notification of their active account will be sent.

L Comments: *
Showing 01 First Previous Next Last
Account 4
This is a rec
Set 3 date for all requested account privileges to expire. The preselected date is & year from date of sccount spproval, but can be )
edited using the date chooser and applied to all modules. In crder to select different dates for individual modules, the account FETERE v|:|
— must be approved and then manusally edited within an active sccount: m
CTION
N ) Expiration Date: [2020-11-20 =
lequeste:
Rakib 2018-1107
Account n 2018-1007
Showing 11 First Previous Mext Last
Account /

FINAL APPROVAL
e Search: w

12. The Final Approval Comments will appear in the Account Action History table for
documentation/administrative records.

Account Action History

This is a record of any action taken by the user or System Administrator. Please contact FITBIR-ops@mail.nih.gov with any questions.

2018-11-20

ACTION TYPE COMMENT

Account status changed to Active by Lutz, Andrea

Account was desctivated by Lutz, Andrea 2018-11-20

Account request approved by Lutz, Andrea approved to use for account management guide 2013-11-20

Showing 1 to 3 of 3 entries Fist Previous [1] Next Last
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2.5.2 View, Approve, or Reject Account Renewals

When logged into the system, users with Account Reviewer privileges can view, approve, and reject
account renewal requests in the Account Renewal Dashboard.

To view the Account Renewal Dashboard, perform the following actions:

1. Log in to the system.
2. Navigate to the Account Management module.

1 Home m ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management

Workspace
— Modules: Building Blocks for the Research Life Cycle
Workspace There are a variely of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data confribution, and data access throughout the research life cycle.

Admin Dashboard

-9 0 ©

ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Reviewer tab on the left.
4. Click on the Account Renewal Dashboard sub-menu on the left. The Account Renewals
list will display.

1+ Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management
Account Renewal

Account Management

E:xpiring status:Active-Expiring Soon A Search: v
Account Admin Expiring Status Expiration Date 4 LastUpdated % Last Action

Vilarson Larson, Valerie Active - Expiring Soon 2019-12-31 2018-08-23 All expiring privileges renewed till 2018-12-31 by Zaman, Rakib
Account Reviewer

twilson Wilson, Teresa Active - Expiring Soon 2019-12-30 2019-09-24 Module expiration date was changed by Johnson, Maliisa
Account Request 1papel13037 Bender Pape, Theresa Active - Expiring Soon 2019-12-31 2019-09-27 All expiring privileges renewed till 2019-12-31 by Zaman, Rakib
Dashboard

TiftanyLewis Lewis, Tiffany Lynn Active - Expiring Soon 2019-12-31 2019-09-23 All expiring privileges renewed till 2019-12-31 by Zaman, Rakib
Account Renewal .
Dashboard . artindals Martindale, Sarah Active - Expiring Soon 2019-12-31 2019-08-23 All expiring privileges renewed till 2018-12-31 by Zaman, Rakib
Account Reporting shirleysiguenas Siguenas, Shirley Active - Expiring Soon 2020-01-01 2019-08-24 Module expiration date was changed by Johnson, Mallisa
Dashboard RebeccaMardulli Mardulli, Rebecca Active - Expiring Soon 2019-12-31 2019-08-30 Module expiration date was changed by Zaman, Rakib
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5. On the Account Renewal page, click on the drop-down menu and select the desired status,
Expiring Soon or Expiring Privileges.

6. Click on the desired user account name from the Account Renewal page. The Account
Renewal page appears displaying the user information.

Home Workspace ProFoRMS GUID

Data Dictionary

Data Repository Query Meta Study

Account Management

Account M

Account Renewal

Account Admin

carlos.monasterio

Expiring status:Active-Expiring Soon

Expiring status:Active-Expiring Soon

Expiring status: Active- Expired Privilege(s)

Monasterio, Carlos

<«

Expiring Status
Expired

Expired

Soon

Expiration
Date

<

2016-12-07

2019-05-21

Search.

Last
Updated

2019-07-11

2019-04-22

% LastAction

-

Password reset by LaValle, Christina

Password reset requested by Monasterio, Carlos Diego

Account Request Diego
Dashboard - .

HYalewayker Yalewayker, Haymanot gc"“e <[ETE 2019-08-28 2019-09-23  All expiring privileges renewed till 2019-12-31 by Zaman, Rakib
Account Renewal 2
Dashboard jonathanyes Yee, Jonathan Expired 2019-09-29 2019-08-12  Module expiration date was changed by Rodney1, Heather
Account Reporting i i

GaleWhiteneck Whiteneck, Gale GEIB=ETIT 2019-10-23 2019-06-20  Password reset by Whiteneck, Gale
Dashboard Soon

otherd One, Other 0 Active - Expiring 2018-11-30 2018-10-21 All expiring privileges renewed till 2019-11-30 by Ahmed,

Sikandar
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7. Navigate to the Account Privileges section and look at the expiring privileges in the table.
The table lists the requested system-wide privileges, including those that are Active - Expiring
Soon.

Account Privileges

PRIVILEGE STATUS % EXPIRATION DATE -
Account Active Mo Expiration Date
Data Dictionary Mot Reqguested Request Privilzge Mot Requested
Data Repository Expired 20-Dec-2019 ﬁ
GUID Active - Expiring Soon 31-Dec-2019 [
Meta Study Active - Expiring Soon 31-Dec-2019 [
ProFoRMS Mot Reguested Request Privilege Mot Reguested
Query Active - Expiring Soon 31-Dec-2019 ﬁ
Showing 110 7 of 7 entries First Previous [ 1| Next Last

Account Administrative Notes

e Bote Search: w

ACCOUNT NAME & NOTE & DATE
2018-11-
01
2018-11-

Showing 1 to 3 of 3 entries First Previous Next Last

CONTACT USER BEFORE RENEWAL RENEW EXPIRING PRIVILEGES

8. Use the Contact User Before Renewal button if there are any questions regarding the
renewal request.
9. Select the Renew Expiring Privileges button to renew the privileges.
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10. An Account Renewal Comments box will appear.
a. In this box, explain why the user account was renewed, select a new expiration date,
and select the Renew button.

[ o Coae e C e s 2019-11-
Account Renewal ®
9-11-
Please provide an administrative comment associated with renewing this account. This reason will not be sent to the user, but a notification of
their renewed privileges will be. The expiring privileges will be renewed for the date selected.
9-11-
Comment:*
9-11-
«t Last
S
Set a new date for the expiring privileges to expire. The preselected date is a year from date of account renewal. In order to select different
dates for individual modules, the account must be approved and then manually edited within an active account.
Expiration Date: * |2020-12-27 m
9-11-
9-11-
9-11-
CANCEL RENEW
¥t Last
CONTACT USER BEFORE RENEWAL RENEW EXPIRING PRIVILEGES

11. The Final Approval Comments will appear in the Account Action History table for
documentation/administrative records.

Account Action History

This is & record of any action taken by the user or System Administrator. Plesse contact FITBIR-ops@mail.nih.gov with 2ny guestions.

ACTION TYPE COMMENT DATE MADE $
Account status changed to Active by Lutz, Andrea 2019-11-20
Account was desctivated by Lutz, Andres 2019-11-20
Account request approved by Lutz, Andrea approved to use for account management guide 2019-11-20
Showing 1to 2 of 3 enties First Previous Mext  Last
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2.5.3 View Account Reporting Dashboard

When logged into the system, users with Account Reviewer privileges can view the Account
Reporting Dashboard. In the Account Reporting Dashboard, a user can view the following: New
Account Requests, Approved Account Requests, Rejected Account Requests, Awaiting Documents
Request, and Pending Approval Requests.

To view the Account Reporting Dashboard, perform the following actions:

1. Log in to the system.
2. Navigate to the Account Management module.

PATRN vokspace R L L e — Query Meta Study unt Management
Workspace
e Modules: Building Blocks for the Research Life Cycle
Workspace Thers are a variety of key software modules comprising this system These modules support the vision of interconnactivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downloadable tools that support data definition, data contribution, and data access throughout the research life cycle.
Admin Dashboard
I
|
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select the Account Reviewer tab on the left.
4. Click on the Account Reporting Dashboard sub-menu on the left. The Account
Reporting Dashboard list will display.

ft Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

Account Reporting Dashboard

Account Management
‘ All v | I'a;-c‘ls:z't date u_1l I'apc'ler-:l date L,J Daownlozd Search: w
Account Admin
Username 4 Name 4 Email 4 Submitted Date | AccountType 4 RequestType
mjkkra Rao, Ananth dcb@dcbstage.com 2019-12-27 OTHER Pending Approval
mjkkra Rao, Ananth dcb@dchstage.com 2019-12-27 OTHER Awaiting Documentation
Account Request
mjkkra Rao, Ananth dcb@dcbstage.com 2018-12-27 OTHER Approved
Dashboard
Account Renewal reject2-1577465048351 Two, Reject T reject2@account.com-1577465048351 2018-12-27 DSR New
Dashboard reject2-1577465048351 Two, Reject T Teject2@account.com-1577465048351 2019-12-27 DSR Pending Approval
Account Reporting | aact2- 1577465048351 Two, Reject T reject2@account.com-1577465048351 2019-12-27 DSR Awaiting Documentation
Dashboard I
reject2-1577465048351 Two, Reject T reject2@account.com-1577465048351 2018-12-27 DSR Rejected
george NenAdmin, George geomatani@amail.com 2018-12-23 DSR + DAR Approved
administrator Admin, Portal bricsadmins@nin.gov 2019-12-20 DAR Change Requested
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5. On the Account Reporting Dashboard page, click on the drop-down menu and select the
desired status to view.

Account Management
Account Reporting Dashboard
Account Management 4
Approved Account Requests v @ fepotend dat= [i] | Downioad
Account Admin
= Ananth dch@dcbstage. com
e Aceount Requests @ ’
sdmin, George
Account Request Approved Account Reguests
n, Portal bricsadmins@nih.gov
Dashboard
Account Renewal Rejected Account Reguests n, Portal briczadmins@nin.gov
Dashboard w, Colton T
Awaiting Documents Reqguests ’
Account Reporting ngol, Kevin
Dashboard Pending Approval Reguests
ra, Samir

6. To narrow down a time point of interest, enter the desired Report Start Date and Report End
Date in the date fields.

Account Reporting Dashboard

| Approved Account Requests v | feport start date (| eport end date |i7 | Download

T © ©

] Su Mo Tu We Th Fr Sa
mijkkra Rao, A :b@dcbstage.com
1 2l 2 4| 5 &/ 7

george MNonAc | s 9| 10| 11| 12 | 1z | 14 0matani@gmail.com
. || 15|| 16|| 17| 18|[ 12( 20( 21||. ) )
administrator Admin icsadminsi@nin.gov
22|| 23| 24| 25|| 26| 27| 28
administrator Admin|| 29/ 20 31 icsadminsig@nin.gov
CTFTest Farlow Today Done riowcolton@yahoo.com

7. Select the Download button to download a report of the data of interest.
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